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A NEW CURRENCY

Free access to online resources can only happen if content
providersan find someone to pay for the free services they

This is accomplished by monetizing personal information
Advertisers are willing to pay substantial amounts to

P have access to consu®eersonal information

b know what the prospective customer needs or wants

b be able to place in front of the right person an advertise
that appeals tioat pers@ interests
Hence the substantial value of databases of personal infor



THE NEW FACES OF ADVERTISI

From machine gun approach to laser beam approach

Targeted advertising on webdMany aspects of a @sésit
of a website are recorded and tracked to serve more releva
advertisements served to the user

Mobile advertisiraglivertisement sent to indi@qaiadne,
according to individcation

Advertising funded revenue models are reappearing; e.g. G
Adwordand Googkdsense

Google Is an advertising company:
b 60% of revenue and 80% of profits from advertisement




BEHAVIORAL ADVERTISIN

Behavioral Advertising = tracking of a c@actinéies
online (throughokieandweb beacons or action)tags
Includings the consumer has conducted;the

Jand the £in order to deliver advertising

targeted to the individual conQuimerests

Behavioral Advertising principles published for comments b
Federal Trade Commission at the end of December

FTC:ds is not a proposed regulation; it is n@ a rule

FTC will continue to challenge unfair or deceptive practices
Section 5 of the FTC Act

Connecticut and New York are considering legislation to reg
online behavioral targeting




ETC BEHAVIORAL ADVERTISING PRINCIF

Transparency and consumer control

b Provide clear, concise, consumer friendly statement that consumer ¢

online is being collected for use in providing advertising tailored to
customers interest

b Clear accessible, easy-to-use method for choosing whether or not tg
their information colle¢tgud-out)

Affirmative express congeritin) to using sensitivefoateehavioral
advertising (but no definition yet of what co®énsiive daja
Reasonablezcurity

Limited data retention

Affirmative express consent for material changes to existing privacy pro




PRIVACY & SECURITY EVERYWHE

Great concern over information privacy and security issues,
online and offline

News of breaches prominent on the first page of newspape

Greater awareness of information privacy and security iIssue
among companies outside of the Fortune 100 Ivy League

Transfer of personal information databases is key issue in
corporate and commercial transactions

b See, e.g., issues in Google / Doubleclick merger

Access to personal information is viewed as critical for
commercial success. E.g., MSN + Yahoo




SECURITY BREACHES

| 42 State (+ DC) laws require companies to notify affected
Individuals when a security breach compromises certain pe
data (Social security number, bank account or credit card
number, health information and more depending on the stat

Federal legislation (e.g., S 495 Leahy + Specter) unlikely be
2009.

| The original versions of the Disclosure Laws are evolving

b California increased the scope of its law to require notice when a se
breach affects health information or health insurance number

b A Connecticut bill would establish private right of action, require noti
within 7 days in case of SSN compromise, and 2 year ID theft monit




SECURITY BREACHES /

Several state laws require the use of security measures
Accountability for proper security

b Minnesota Law: companies that retain credit card data after receivi
authorization of the transaction will be held strictly liable for any da
caused by a breach of security

b Massachusetts bankers: seeking legislative action to require the rele
of the names of companies where data breaches occurs, and to plac
liability for cost on the retailers

TJIX Settlementsi0$ millioset aside according to SEC filing August 2007
b $24 million to banks that issued MasterCard credit and debit cards
b $40.9 million to banks that issued Visa cards
b Consumer class actions
b FTC + State Attorney General




CREDIT CARD VULNERABILI

A substantial number of potential shoppers still hesitate to shop online ¢
concern for the security of their credit card information

According to a report from Visa, the number of attacks on credit card a
card systems more than doubled between 2006 and 2007

The security standard PCI DSS is far from being fully adopted

b E.g., an audit of TJX after a data breach affected 46 million cards
revealed that TJX was not complying with 9 out of 12 of the PCI DS
requirements

Under PCI DS&gerchants, banks and credit card transaction processors
must maintain basic security measures outlined in PCI DSS

Those who fail to comply face fines and increases in rates; or may have
authorization to process revoked




CREDIT CARD RECEIPTS - FAC

FACTA (15 USC Sect.158mhogg)bits merchants from printing more than
the last 5 digits of a credit or debit card numbers, and printing expiratio

Requirement in effect for all merchants since December 1, 2006
Numerous consumer class actions against brick & mortar stores

Class actions also agasimmerce stores Wrin€credit card data on
on-screen purchase confirmations are allowed to proceed

P Florida800Flowers.com
b lllinois:BestBuy.com

New California |&wCode Sect. 1747.09, which will take effect on Jan 1,
2009 expands the receipt requirement to any receipt, regardless of how
are produced, whether signed or not signed by the cardholder, which is
created at the time of a purchase, exchange, refund or return




CHANGES INFONLINE CONTRACT TE

' Online contract changes require notice:

B Ninth Circuit Court of Appeals ruleditinadnies cannot

change their contracts and post those revisions online wi
notifying customers first.

| Consistent with prior ruling of the Federal Trade Commissio
b Company had changed its privacy policy to accommodate its new b
model whereby it would share personal information with third party.

b FTC ruled that this was a material change to the Privacy Policy, thus
change could not be made simply by posting the modified policy on
website.

b FTC required that users either specifically consent to the change, or

the ability to have their information removed before the new policy ¢
rolled out.
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SOETWARE AS A SERVIC

Business use of Internet capabilities: an increasing numbe
companies are using the Software as a Seagceodel to
license their technology

Saleforce.comas a pioneer

Numerous companies have followed in a wide range of
Industries, e.g., security; advertisement

SaaSchanges the dynamic of software licensing; software
licensees Is free to stop using the service at angriiméo
montlcontract terms, inste&d year terms

Contracts often signed online, ghtk a




TRENDS AND EMERGING 1SS

The Hot Issues




NEW INEFORMATION MODE

New information / data sharing models are becoming more prevalent in
business, and more powerful as a communications tool

B Enterprise Z.(participation, collaboration
b New information distribution 1G&6blogs; employee blogs

Ubiquitous useamfmmunities for ratings, evaluations, sharing bookmarks
feedback, impressions

b Amazon; eBay were the precursors

b Digg

b Del.icio.us

B More companies in the field: FriendMoendipeSquidodSproose




NEW INFORMATION MODELS

MySpacéFacebooko longer just fareensind students

b Theyare used by professio(rmany lawyers) for
networking and marketing purposes

P Facebools the ne@oocompany of Silicon Valley; 20%
Investment from Microsoft in mid October 2007

b MySpacerecently acquired

Individuals empowermftam reporter (blogs) to movie directo
(YouTube

Plethora of legal issugscurities lapfirst amendment;
Intellectual property; employment; privacy ; unfair & decepti

practices; defamation & libel
15




NEW USES OF EXISTING PRODUC

Second Life
' VehicldéordoindousinessNumerousompanies have storespreaence

b Used as a recruiting tool = job fairs

b Used as a training tool = long distance education

b Used a conference room = employee meetings
FacebogbMySpaceSocial Networking 2.0

No longer just exchanging photos or bios with fellow students

Now:advertising, marketing tool
Business applications: a new form of search engine based on the powe
community

Advertising, political campaign, etc.




EVERYTHING MOBILE

Substantial increaseanation Based Services
. Maps, restaurant addresses, and more available from cell p
. The cell phone is the command center

b Not just a phone

Mobildoanking

Mobilgpayments

Mobiladvertising

Google launched Open Source for Wireless: Android




THEINDIVIDUAL IS TRACKEL

' Individualwill be easier to find and track
b GPS in cars, phones
b Cell phone always on
b Web bugs, web beacons, etc. on websites
b Website use tracked, to serve advertising

| Individualsolicitedt every moment
b Advertisements sent to mobile phones
b Advertisementswabsites




SENSORS EVERYWHER

RFID technologies are improving
RFID tags are getting smaller and much less expe

Pv 6 implementation is on its way
b June 2008 deadline for US governmental agencies
IPv 6 will allow the use of sensors / chips everywhe

and provide the ability to interact with, and track bil
of devices, each will have its own IP address




SUMMARY

INDIVIDUALS COMPANIES
= Galning control and autonomy  =Losing control and power

Blog ' Whirlwind of converging

Produce and star in You teChnOlogieS: I'T, Internet,
Tube productions TeleconVolR Wireless
Tell it all oRacebookMy ! Outsource, decentralize to
space stay fit, but lotieeir edge

Get their news from RSS ! Haverouble keeping control
feeds over people, information,

Live (and work)siocial assets |
networks | Struggle to retain and

manage IP rights
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