2007-2008 LEGISLATIVE SESSION
CYBERSPACE-RELATED BILLS AS OF 3/5/08

STATE BAR BUSINESS LAW SECTION, CYBERSPACE LAW COMMITTEE
LEGISLATIVE/REGULATORY SUBCOMITTEE

PUPIL SAFETY AB 86 (Lieu) Amends Education Code ©a32261, 32265, 32270

Subject: Bullying

Summary: Amends definition of bullying to include acts committed by means of electronic communication
device or system

History: 1/31/08 Reeferred to Committee on Education

PUBLIC CONTRACTS - INFORMATION TECHNOLOGY GOODS AND SERVICES -
INELIGIBLE VENDORS AB 730 (DeLeon) Adds Public Contracts Code 16612

Subject: State vendors

Summary: Prohibits vendors for public agencies from bidding on future contracts for 5 years after being
found guilty of a breach of a contract for information technology goodsivices awarded by a public
entity. Also requires prospective bidders ioformation technology goods and services contract to certify
that they arenOt prohibited from bidding on contract.

History: 2/7/08 Reeferred to Senate Committee on Judiciary

CRIME - SEX OFFENDER REGISTRATION - EMAIL ADDRESSES AB 841 (Portantino)
Adds Penal Code ©290.024

Subject: Sex offenders

Summary: Requires DOJ to study whether registering sex offenders should be required to disclose email
and IM addresses

History: 2/7/08Rereferred to Senate Committee on Public Safety

TELECOMMUNICATIONS - CONSUMER PROTECTION AB 891 (Perata) Adds Public
Utilities Code =905 et seq

Subject: Telecommunications service funds

Summary: Requires telecommunications providers to make varisg®slires to customers in writing,
such as key rates and terms of contract

History: 9/11/07 In Senate but put on inactive file at request of author



COUNTERFEIT - TRADEMARKS AB 1394 (Krekorian) Amends Penal Code 350

Subject: Counterfeit trademarks

Summary: Makes it a misdemeanor or felony to intentionally transport, offer for sale, or distribute a
counterfeit registered trademark. Requires forfeiture of proceeds from willful manufacture, intentional
transport, sale, offering for sale, distribution, ksfowing possession for sale of a counterfeit registered
trademark. Applies existing counterfeit trademark provisions to unassembled components; requires
restitution for trademark crime victims

History: 2/7/08 Referred to Committees on Judiciary and P&lalfety

PERSONAL INFORMATION - SECURITY BREACHES AB 1779 (Jones) Amends Civil
Code @r1798.29, 1798.82

Subject: Notice of security breach

Summary: Requires business that gives notice of security breach by substitute notice to also notify Office
of Privag/ Protection

History: 3/4/08 In Committee on Judiciary; hearing postponed by Committee

INSURANCE - IDENTITY THEFT AB 1906 (Salas) Legislative declarations

Subject: Department of Insurance and identity theft

Summary: Directs Department of Insurancettag whether current law provides the department adequate
oversight and regulatory authority over identity theft insurance policies, and to report its findings by
12/1/09.

History: 2/21/08 Referred to Committee on Insurance

PUBLIC RECORDS - COMPUTER MAPPING SYSTEMS AB 1978 (Solorio) Amends
Government Code 16254.9

Subject: Public records

Summary: Provides that computer software developed by state agency is not a Opublic recordO subject to
public inspection under California Public Records Act

History: 2/28/08 Referred to Committees on Governmental Organization and Local Government

CREDIT CARDS-PERSONAL INFORMATION AB 2021 (Fuentes) Amends Civil Code
nl747.98

Subject: Requesting personal information for credit card transactions



Summary: Would créa exception from existing prohibition on requesting or requiring personal
information for credit card transactions for when the cardholder is not physically present, and the personal
identification information is required for, and is used only for, frdet&ction or prevention.

History: 2/28/08 Referred to committee

MAILED SOLICITATIONS-DISCLOSURE AB 2059 (Nunez) Adds Business &
Professions Code 817514

Subject: Telephone solicitation

Summary: Requires person who sends solicitation by mail thaftsalecipient to consent to receive
information via telephone to include clear identification of sender and notice that recipient may be
contacted by telephone solicitor even if he or she is listed on federaitdall registry. Violation of this
provisions would be a crime.

History: 2/28/08 Referred to committee

COURTS-CONTRACTING-PERSONAL INFORMATION AB 2357 (Duvall) Adds
Government Code 168514

Subject: Outsourcing work for California courts

Summary: Prohibits performance of court duties, functions, or services that involve confidential, personal
identification information by subcontractors or employees outside of United States.
History: 2/23/08 In committee

SOCIAL SECURITY NUMBERS AB 2383 (Ruskin) Adds Civil Code 12383

Subject: Retailer’s use of social security numbers

Summary: Would prohibit a retail business from soliciting, requiring, or using an individualOs social
security number for any purpose unless necessary for the businessOs normal course of business and there is
a specific ge for that number for which no other number may be used.

History: 2/23/08 From printer; may be heard in committee 3/23

TELECOMMUNICATIONS-MOBILE TELEPHONY SERVICES-RELEASE  OF
SUBSCRIBER INFORMATION AB 2385 (Ruskin) Adds Public Utilities Code ©2891.3

Subject: Cell phone subscriber information

Summary: Would prohibit entity that has collected dialing number information of subscribers of mobile
telephony services from releasing the information to the public without first obtaining subscriberOs express
consent.

History: 2/22/08 From printer; may be heard in committee 3/23



PRESCRIPTIONS: ELECTRONIC TRANSMISSION AB 2516 (Mendoza) Adds Business
& Professions Code ©4072.5

Subject: Electronic prescriptions

Summary: Starting 1/1/10, requires a doctor @nsure that any prescription he or she makes be
electronically transmitted to the patientOs pharmacy of choice.

History: 2/23/08 From printer; may be heard in committee 3/24

ELECTRONIC COMMUNICATION DEVICES-THREAT TO SAFETY AB 2682
(Houston) Adds Rwal Code 1653.2

Subject: Distributing certain identifying information to threaten another

Summary: This bill would make a person who, with the intent to place another in reasonable fear for his or
her safety, or the safety of the other personOs imméatiailg, by means of an electronic communication
device, and without consent of the other person, and for the purpose of causing that other person unwanted
contact, injury, or harassment by a third party, distributes specified identifying informatiory, afudt
misdemeanor

History: 2/25/08 Read first time.

INTERNET SERVICE PROVIDERS; RECORDKEEPING AB 2735 (Smyth) Adds
Chapter 32.5 to Business & Professions Code

Subject: ISP records

Summary: Requires ISP domiciled or transacting business in C#iftonkeep records for 2 years
following allocation of an IP address under its control and to make those records reasonably available, on
request, to federal or state law enforcement. Would prohibit an ISP from allocating an IP address within its
control b an Internet user located outside of the United States. Violations would be subject to civil fines.

History: 2/25/08 Read first time

FINANCIAL INSTITUTIONS-DISCLOSURE AND REPORTING REQUIREMENTS AB
2749 (Gaines) Amends Civil Code ©1798.24; amends adds several Financial Code and
Government Code sections

Subject: Disclosure and reporting requirements

Summary: Revises and recasts many disclosure and reporting requirements for financial institutions and
applies the requirements to all licensees ragdl by the Department of Financial Institutions. Redefines
Olicensee;O under certain circumstances, allows a foreign financial institutions regulatory agency to
examine a licensee and any of its offices. Sets forth procedures related to furnishingntahfide
information by Commissioner of Financial Institutions.

History: 2/25/08 Read first time



CALIFORNIA SMALIL BUSINESS ADVOCATE; INTERNET WEB SITE AB 2854
(Mendoza) Adds and repeals Government Code ©65054.6

Subject: Posting business announcements on Advocate’s web site

Summary: Requires the Small Business Advocate to establish-atamédocation on its Web site for
posting announcements of busineskted programs, information, announcements, and services offered by
state agencies, departments, auigsions, boards, and other state entities.

History: 2/25/08 Read first time

DMV - PERSONAL INFORMATION SB 28 (Simitian) Adds and repeals Vehicle Code
nl672.7

Subject: RFIDS

Summary: Prohibits DMV from issuing driversO licenses that contain RFIDs

History: 9/5/07 In Assembly but placed on inactive file at request of author

PUPIL ATTENDANCE - ELECTRONIC MONITORING SB 29 (Simitian) Amends and
repeals Education Code 146001

Subject: RFIDs

Summary: Prohibits schools from issuing RFIDs to studentpuguose of recording attendance or locating
student

History: 9/5/07 In Assembly but placed on inactive file at request of Assembly Member Bass

IDENTITY INFORMATION PROTECTION ACT OF 2007 SB 30 (Simitian) Adds Civil
Code ©1798.10 et seq and Governnfeotle 11147 et seq

Subject: RFIDS

Summary: Creates ldentity Information Protection Act of 2007 requiring public entities who issue
identification documents that use RFIDs to meet specified requirements and to prevent unauthorized
disclosure. Also requiseCalifornia Research Bureau to report to Legislature on RFIDs

History: 9/05/07 In Assembly but placed on inactive file at request of Assembly Member Bass

IDENTIFICATION DOCUMENTS SB 31 (Simitian) Adds Civil Code ©1798.79 et seq and
©1798.98 et seq

Subject: RFIDS

Summary: Criminalizes unauthorized access of identification documents via RFIDs. Also criminalizes
knowing disclosure of operational key systems, but this provision is operative only if SB 30 is also enacted



History: 1/30/08 In Assembly; rddirst time; held at desk

TELECOMMUNICATIONS - MOBILE TELEPHONY SERVICES - HANDSETS SB 158
(Florez) Amends Public Utilities Code ©2829.2

Subject: Cell phones

Summary: Requires cell phone providers to remove devices that prevent subscribers fidrimgswit
services, if the handset is purchased separately from the service contract

History: 7/3/07 In Assembly. Set, first hearing; failed passage in committee; reconsideration granted

PUBLIC UTILITIES SB 312 (Kehoe) Amends and renumbers various Labodé Public
Resources Code, and Public Utilities Code sections

Subject: PUC website

Summary: Requires PUC to put documents, testimony, and other materials filed with PUC in any
ratesetting or quaségislative proceedings on its website by 12/1/09

History: 9/10/07 In Assembly; reeferred to committee

TELECOMMUNICATIONS - BROADBAND REPORT SB 323 (Kehoe) Adds Public
Utilities Code ©882.5

Subject: Broadband availability

Summary: Requires PUC to report to Legislature by 1/1/09 on availability ofvawobroadband in
California

History: 5/17/07 In Assembly; to Committee on Utilities and Commerce

PERSONAL INFORMATION - PROHIBITED PRACTICES SB 328 (Corbett) Amends
Civil Code ©r1798.80, 1798.84 and adds Civil Code ©1798.83.5

Subject: Telephone calling patterns

Summary: Defines telephone calling pattern or list as personal information for purposes of various laws
protecting personal information, including customer records destruction lawstisédight law, & breach
disclosure laws

History: 6/27/07In Assembly; first hearing canceled at request of author

HEALTH CARE COVERAGE - ELECTRONIC BILLING SB 349 (Perata) Adds Health &
Safety Code ©1363.08; Insurance Code ©10113.92

Subject: Health care service plans



Summary: Requires health care servicenpléo provide paper billing if subscriber does not consent to
electronic billing; makes violation of this provision a crime

History: 1/30/08 In Assembly; read first time

PERSONAL INFORMATION - PRIVACY SB 364 (Simitian) Amends Civil Code
anl1798.29, 178.82

Subject: Notice of security breach

Summary: Substantially expands the information that must be included in the notice of security breach
involving unencrypted personal information that businesses and state agencies are currently required to
give Calfornia residents who may be affected. In addition to the current required disclosures, this bill
requires the notice to be Owritten in plain languageO and to include (1)-fte® tolimbers and addresses

of the major credit reporting agencies, (2) thene and contact information for the reporting agency; (3) a

list of the types of information that were or may have been the subject of the breach, (4) the dates of the
breach and discovery of the breach, if known, (5) the date of the notification aneémihetas delayed for

law enforcement purposes, (6) a general description of the breach incident, (7) the estimated number of
persons affected, (8) whether substitute notice was used. This bill would also require businesses and
agencies to provide electignnotification of a breach to California Office of Information Security and
Privacy Protection

History: 1/30/08 In Assembly; read first time

PRIVACY - RADIO FREQUENCY IDENTIFICATION TAGS SB 388 (Corbett) Adds
Civil Code ©60 et seq

Subject: RFIDs

Summary: Requires private entity who sells, furnishes, or issues a card or tag with RFID to provide
recipient with specified information

History: 9/10/07 In Assembly, but placed on inactive file at request of Assembly Member Bass

CONSUMER PRODUCTS - CONTENT INFORMATION SB 509 (Simitian) Adds Health
& Safety Code 1108670

Subject: Manufacturers’ websites

Summary: Requires wholesalers and manufacturers to post product information on their websites, and
requires those who donOt have a website to create one

History: 1/30/08 In Assembly; read first time

CRIME SB 612 (Simitian, Cogdill, Margett) Amends Penal Code ©1786

Subject: Venue for identity theft crimes



Summary: Provides that county where an identity theft victim resides is possible venue forl eatidma
and permits trial judge to determine whether that county is appropriate place for trial

History: 1/30/08 In Assembly; read first time; held at desk

PUPILS - IDENTIFYING INFORMATION SB 741 (Ackerman) Adds Education Code
149079.5

Subject: Social security numbers

Summary: From 1/1/08 to 6/30/08, encourages school districts to omit student SS numbers and birth dates
from materials it mails to students, and requires school districts to do so after 7/1/08

History: 6/27/07 In Assembly; second hiagrcanceled at request of author

TELECOMMUNICATIONS - UNIVERSAL SERVICE SB 780 (Wiggins) Amends Public
Utilities Code ©739.3

Subject: Telecommunication service funds

Summary: Extends until 1/1/13 requirement that PUC administer certain funds thainssmbrporations
for providing universal phone service

History: 1/30/08 In Assembly; read first time

TELECOMMUNICATIONS - EMERGENCY TELEPHONE USERS - SURCHARGE
ACT SB 1040 (Kehoe) Amends various sections of Revenue and Taxation Code

Subject: VOIP providers

Summary: Defines VOIP providers providing service to any user in California as Oservice providersO under
911 surcharge act, and requires them to pay 911 surcharge

History: 1/07/08 Sent to Assembly, passed & returned to Senate; Senate returesdndlx for further
action

MEDICAL INFORMATION SB 1096 (Calderon) Amends Civil Code ©56.10

Subject: Pharmacy patient mailings

Summary: Amends California Medical Information Act to permit pharmacy to mail specified written
information to patient, withduhis or her authorization, if it pertains only to medical treatment, it does not
mention other pharmacy products, and copy is sent to federal Food and Drug Administration

History: 2/28/08 To Committees on Health and Judiciary; set for hearing on 3/12



PUBLIC UTILITIES - TELEPHONE CORPORATIONS - PUBLIC
TELECOMMUNICATIONS NETWORKS SB 1129 (Dutton) Amends Public Utilities Code
12889.8

Subject: Public telecommunications network

Summary: Makes nonsubstantive changes to requirements that PUC regularls mgdic
telecommunications network

History: 2/7/08 To Committee on RLS

ARSON REGISTRATION - INTERNET AVAILABILITY SB 1130 (Battin) Amends Penal
Code ©457.1

Subject: Arson registry
Summary: Requires DOJ to make arson registry information availaplébtiz on the Internet by 1/1/2014

History: 2/7/08 To Committees on Public Safety and Judiciary

TELECOMMUNICATIONS - GRANTS TO AREAS NOT SERVED BY LOCAL
EXCHANGE CARRIERS SB 1149 (Wiggins) Amends Public Utilities Code 276.5
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Subject: Sex offenders

Summary: Adds certain child pornography offenses to list for which DOJ must publish information about
offenders on Internet

History: 3/4/08 To Committee on Public Safety; set for hearing 3/25

TELECOMMUNICATIONS - UNIVERSAL SERVICES - CALIFORNIA ADVANCED
SERVICES FUND SB 1193 (Padilla) Amends Public Utilities Code ©270; adds 1281

Subject: Telecommunication service funds

Summary: Establishes California Advanced Services Fund, to be funded by surchargeplomeele

corporations, to encourage deployment of kiglality advanced communications services to all
Californians

History: 2/12/08: Introduced; read first time; to Committee on RLS for assignment; to print
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il =1 \{,=+x -)wOthat managememntf mobile home park has no right of entry to Ofully enclosed
accessory structure.O

History: 2/28/08 To Committee on Judiciary



BIRTH AND DEATH RECORDS: CERTIFIED COPIES: IDENTIFICATION SB 1398
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Uout who requestsperson, a certified copy of a birth or death certificate, submit a statement sworn under
penalty of perjury that he or she is an authorized person and provide evidence that he or she has been the
victim of identity theft.

History: 2/22/YW, fi# IWiOyB  BA%,t ™" «& -u(* 1
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6. +A-[rea Qla ¥ $Z¢*>TVYHOU+ir name or accesnumber listed in a directory or publicly
available directory assistance database.

History: 2/22/08 To Committee on Energy, Utilities, and Communications

STATE AGENCY WEB SITES-INFORMATION SB 1494 (McClintock) Adds Title 21 to
Government Code

Subject: Required agency web sites

Summary: Requires each state department and agency to develop and operate a Web site accessible by the
public that includes information on expenditures of state funds

History: 2/22/08 From print; may be acted on 3/23



