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 LEGAL BACKGROUND

! Numerous laws and regulations require companies to have in
place an Information Security Program:

" Gramm Leach Bliley Act, HIPAA, COPPA

" Sarbanes Oxley Act

" FISMA

" Data Protection Laws of EU Member States

" State Laws, e.g. , California's Civ. Code Sec. 1798.81.5

! FTC and State AG Orders after investigations of companiesÕ
security practices have required the implementation of a
comprehensive information security program
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 LEGAL BACKGROUND

! Other laws create an obligation or  a duty to provide security:

" E-SIGN and UETA require all companies to provide security of
storage of electronic records

" IRS regulations require companies to implement information
security for the the protection of electronic tax records

" SEC regulations

" FDA regulations
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 LEGAL BACKGROUND

! Numerous laws define a responsibility for corporate information security, and
identify one or several individuals responsible for compliance, for example:

" Sarbanes Oxley Act (CEO and CFO)

" Gramm Leach Bliley Act (Board of Directors)

" HIPAA (Security official)

" FISMA (Head of Agency)
! FTC Consent decrees also require companies to designate an individual to

coordinate and be accountable for the companyÕs information security
program
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! Laws and regulations do not specify what specific
security measures should be implemented

! They require that the security be ÒreasonableÓ or
ÒappropriateÓ or ÒadequateÓ

! Current laws and cases do not dictate what security
measures are required to achieve Òreasonable securityÓ

! However, theses laws and cases take a consistent
approach to information security, and set out
requirements for a process leading to the development of
a comprehensive security program.

SECURITY STANDARDS
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! The ChoicePoint consent decree required:
! Identify a responsible party:  the designation of an employee or

employees to coordinate and be accountable for the information
security program

! An Asset Assessment: the identification of the systems and
information that need to be protected

! A Risk Assessment:
" The identification of material internal and external risks to the

security, confidentiality, integrity of personal information that could
result in the unauthorized disclosure, misuse, loss, alteration,
destruction of other compromise of the information.

" The assessment of the sufficiency of any safeguards in place to
control these risks

EXAMPLE:  CHOICEPOINT
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! Development of Security Measures:  design and implementation of
reasonable safeguards to control the risks identified through risk
assessment

! Testing and Monitoring:  the regular testing and monitoring of the
effectiveness of the safeguards, key controls, systems, and
procedures

! Periodic Audits and Adjustments: the evaluation and adjustment of
the information security program in light of the results of the testing
and monitoring, any material changes to the companyÕs operations
or business arrangements, or any other circumstances that may
have a material impact on the effectiveness of the companyÕs
information security program.

EXAMPLE:  CHOICEPOINT / 2
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! Organization business plan, strategic goals, culture
! Financial considerations
! Data, applications, networks, systems
! Legal requirements: privacy and security laws; cybercrime laws,

nondisclosure agreements, other contracts
! Customers' expectations, public relations,
! Subcontractors, outsource vendors, business partners
! Assessment of threats and vulnerabilities
! Technological considerations:  systems architecture,

applications in development
! Standards, best practices

CONSIDERATIONS THAT FEED
INTO A SECURITY PROGRAM



Copyright © 2006 Fran• oise Gilbert -- IT Law Group   All Rights
Reserved

I T 
L  G 

 

! PLAN
" Adopted by executives
" Include budget, schedule, guidelines
! POLICIES
" High level statements
" Adopted by the CISO or CSO, and the managers, at the

department or division level
! PROCEDURES
" Move the policies into actions throughout the organization

COMPONENT OF PROGRAM
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! Establish a plan
! Define a governance structure, e.g. a risk management

committee
! Define a budget, and identify funding
! Set timelines, goals, milestones
! Set organizational tone
! Establish ownership

SECURITY PLAN
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! Define the scope of what is to be protected
! What data, applications
! What information systems, networks
! Where located
! What processes
! Which laws apply to them

ASSET ASSESSMENT
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! Privacy Compliance Requirements
" US Laws
" Foreign Laws
" Restrictions on transborder data flows
! Security Compliance Requirements
" Sectoral laws
" State laws
! Cybercrime Considerations
" Security breach disclosure laws
" Search and seizures of evidence
! E-discovery laws
" Document retention and destruction laws

COMPLIANCE REQUIREMENT
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! Identify all reasonably foreseeable internal and external
threats to the information assets to be protected

! For each identified threat, evaluate the risk posed by
the threat:

" Likelihood that the threat will materialize
" Potential damage that will result from the threat
" Sufficiency of the policies, procedures and safeguards

in place to guard against the threat

RISK ASSESSMENT
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! Design and implement security program to manage and control
the risks identified during the risk assessment

! Designed to address the risks identified, in order to reduce the
exposure and vulnerabilities to a reasonable level

! In writing
! Coordinated between the different parts of the company
! Appropriate for the particular organization adapted to:

" Probability of potential risk
" CompanyÕs size, capabilities
" Nature and scope of activity
" Sensitivity of information to be protected
" Cost

SECURITY POLICIES
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! Identify applicable standards and best practices
" OECD Security Guidelines
" GASSP - Generally Accepted Systems Security

Principles
" ISO 17799  (International Standards Organization)
" NIST 800 series
" NSA configuration guides
" Gramm Leach Bliley Security Standards
" HIPPA Security Rule
" PCI (payment card industry)

STANDARDS, BEST PRACTICES
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! Physical Security Measures
" Physical facilities
" Device access control

! Technical Security Measures
" Procedures for granting and controlling access, or

terminating access
" Intrusion detection procedures
" System modification procedures
" Data integrity, confidentiality, storage

SECURITY MEASURES
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! Administrative Security Measures
" Employee procedures
" Destruction, retention of documents
" Audit controls:  records to documents repairs and modifications
" Contingency plan: procedures designed to ensure the ability to

continue operations in the event of an emergency
" Incident Data response plan: plan for taking a responsible action

if the company suspects a security breach, or detects that a
security breach has occurred

SECURITY MEASURES / 2
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! Regardless of who performs the work, the legal
obligation to ensure security of information remains
with the company

! Company should (often, might be required to)
" Exercise due diligence in the selection of service

providers
" Contractually require the service providers to implement

appropriate security
" Monitor the performance of the service provider
" If needed, terminate the relationship

THIRD PARTY RELATIONSHIPS
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 IMPLEMENTATION & TRAINING

! Communication to employees of applicable security
policies, procedures, and guidelines

! Implementation a security awareness program
! Distribution of periodic remainders
! Development of training materials
! Password management
! Discipline and sanctions against the employees who

fail to comply with the security policy
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MONITORING AND TESTING

! Ensure that the security measures are properly in
place, and are effective

! Conducting regular monitoring and testing of the
measures

! Monitor compliance with the program
! Regularly review activity, such as audit logs, access

reports, incidents tracking reports
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! Conduct periodic internal reviews to evaluate and
adjust the company information security program

! Review the results of tests and monitoring
! Take into account any material changes to the

businesses
! Take into account any changes in technology, internal

and external threats

REVIEW AND ADJUSTMENT
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 CONCLUSION
! Companies must pay attention to information security
! They are responsible for the protection of the personal data they

collect, store, use, or transfer
! They must also ensure the safekeeping of the companyÕs critical

assets (e.g. financial information or R&D results)
! The creation of an enterprise security program is a complex process in

which legal counsel play a critical role:
" Develop a plan, define goals and budget
" Assess existing data flows; evaluate risks
" Understand compliance requirements and applicable laws
" Create policies (high level) and procedures (for daily use)
" Provide training and disseminate policy
" Monitor application, and revise policy as necessary
" Establish a process for enforcement, and discipline the infringers
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 QUESTIONS?

Francoise Gilbert
IT Law Group

(1) 650-804-1235
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