
I S YOUR DUE DILIGENCE CHECKLIST OBSOLETE ? 
 

UNDERSTANDING HOW INF ORMATION PRIVACY AND  SECURITY  
AFFECTS CORPORATE AN D COMMERCIAL TRANSAC TIONS  

 
 

BY FRANCOISE GILBERT  
 

Organizations regularly collect m illions 
of pieces of personal information about 
individual s, such as home address, 
phone number, purchases, hobbies or 
personal interest, bank account or credit 
card information, social security 
numbers, names of house partner, 
children or dependents, employment 
history, salary, race or national origin, 
and much more.  *  They feel they need Ð 
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or might need Ð the information to 
interact with clients or prospects, for 
marketing, sales, and business 
development purposes. They may also 
use the information internally, such as 
for payroll or employee benefit 
management.  

 
While personal information databases 
can be useful to interact with clients and 
prospects or for human resource 
administration, the collection, use or 
disposal of personal information can 
result in substantial exposure to liability.  
 
 What if the company h as collected 

personal information without proper 
authorization?  

 What if it has shared or disclosed 
personal information without proper 
permission?  

 What if it has stored it without 
appropriate security measures?  

 What if it has provided it to a foreign 
call center without adequate security 
safeguards?  

 
Each of these acts or omissions could 
lead to a liability for non -compliance with 
applicable laws, or for loss of sensitive 
data. It could expose the company to law 
enforcement actions or civil class 
actions. I dentity theft may occur. There 
might be criminal liability or jail terms. 
In all cases, unwanted publicity around 
the matter could cause a public relations 
disaster.  

 
Acquisitions, outsourcing, strategic 
alliances, and other corporate and 
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commercial transa ctions create a 
relationship in which one party becomes 
liable Ð legally, or by virtue of the 
association with an unrelated entity Ð for 
the acts and omissions of the other 
party. This liability exists not just when 
tangible assets are at stake. There is 
also substantial exposure when the asset 
being transferred is in the form of a 
database of personal information.  

 
An organization that acquires or licenses 
another companyÕs personal information 
databases must be aware of the 
potential liability, exposure o r additional 
expenses that might result from failure 
to comply with the information privacy or 
security laws and other restrictions that 
govern these databases. This article 
describes selected laws, and provides 
suggestions for measures to be taken in 
due diligence and contract drafting for 
mergers and acquisitions and commercial 
transactions, such as outsourcing, 
licensing, or services agreement.  

 
 

1.  LEGAL FRAMEWORK  
 

The collection, compilation, use, 
disclosure, or transfer of personal data is 
regulated by a  myriad of US Federal and 
State laws and regulations, as well as 
foreign laws. These laws may dictate 
permitted uses, transfer, and disclosure 
of personal data and the security 
measures required to protect these data. 
In some cases, they may also grant 
ind ividuals extensive rights of access to, 
or amendment to their personal data, or 
the right to know to whom their data 
were provided for marketing purposes.  
 
The U.S. legal framework for information 
privacy and information security is very 
complex. When pri vacy laws were first 
adopted in the 1970Õs and 1980Õs, the 
American legislators used a sectoral 
approach. Because the United States is a 

federation of 50 states, and both the 
federal government and the state 
governments have jurisdiction over 
information p rivacy and security issues, 
there are in fact 51 sets of data 
protection regimes.  

 
Numerous Federal laws targeting specific 
concerns have been passed. Some states 
have incorporated privacy protection in 
their constitution. All states adopted 
subject matte r privacy laws, as well. In 
many instances, such as for healthcare 
or financial information, state and federal 
laws may complement or overlap each 
other. As a result, there are wide 
discrepancies, depending on history, 
lobbying, and circumstances.  

 
Numero us data privacy laws and data 
security laws may apply to a specific 
company, or a specific line of business. 
The following is a sampling of data 
privacy and security laws that might be 
relevant in an acquisition and in most 
corporate or commercial transact ions.  
 
 

1.1. Information Security 
 

Numerous federal or state laws address 
the security of information. These 
include, for example, computer crime 
laws, such as the Computer Fraud and 
Abuse Act or the Electronic 
Communications Privacy Act. Further, 
information s ecurity requirements are 
included in regulations drafted by 
government agencies, such as the 
Department of Health and Human 
Services, in the case of the HIPAA 
Security Rule.  

 
In addition, more than 40 States have 
enacted laws that require companies that 
suffered a breach of security Ð such as 
the loss of computer equipment or back -
up media Ð to notify individuals whose 
personal data might have been 
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compromised by the breach of security. 
Security breaches are reported almost 
daily throughout the United Stat es. To 
date more than 200 million personal 
records have been lost, misplaced, or 
accessed by unauthorized third parties. 
As a result of the forced disclosures 
made by companies after they lost 
personal data of their customers or 
employees, companies have l ost the 
confidence of their client bases .  Some  of 
them were forced into bankruptcy or 
emergency sale.  

 
In several States, companion laws to 
these Security Breach Notice laws 
require companies to have adequate 
security measures to protect specified 
types o f sensitive information. For 
example, since January 1, 2005, 
California Civil Code Section 1798.81.5 
requires businesses to use reasonable 
safeguards to ensure the security of the 
personal information (name plus social 
security number, driverÕs license or state 
ID number, or financial account number) 
of California residents, and to 
contractually require third parties to do 
the same. These laws create additional 
requirements; from the creation of a 
solid security policy to ensuring that 
contracts with servic e providers contain 
adequate security measures to protected 
the companyÕs databases entrusted to 
these third parties.  

 
As security issues are becoming more 
visible, and security breaches ubiquitous, 
it is important for a company that 
contemplates the purch ase of another 
organization to ensure that all security 
concerns have been evaluated. Before 
transferring its client database to a call 
center, a company might wish to verify 
whether the call center is using sufficient 
security measures such as that client  
data would not be inadvertently 
disclosed, or exposed to hackers. Before 
acquiring a company, the purchaser 

might also wish to verify whether the 
security measures taken by the target 
company are sufficient given the type of 
information that is processed,  and 
whether the target might have suffered 
security breaches that might have not 
yet been acknowledged or been made 
public.  

 
 

1.2. Customer Information & 
Commercial Communications 
 

Both the CAN SPAM Act and the 
Telephone Customer Privacy Act limit 
how companie s can initiate commercial 
communications with third parties with 
whom they do not have a preexisting 
relationship. They require marketers to 
establish opt -out databases and record 
individualsÕ preferences with respect to 
commercial emails and telephone cal ls. 
These databases, and the restrictions 
associated with their use would be 
transmitted to the purchaser of a mailing 
list.  

 
 

1.3. Privacy Statements  
 

Most companies post a summary of their 
privacy practices on their website. These 
public statements become th e de facto 
rule by which the company must abide. 
Even if a company is not subject to any 
specific data protection law, it risks 
prosecution, fines, and other obligations 
if i t  fails to abide by the commitments 
that it has made to the public. These 
violatio ns may come under Section 5 of 
the FTC Act, which prohibits unfair 
deceptive business practices, or under 
the similar provisions of state laws, often 
referred to as Òmini FTC ActsÓ.  

 
Consider, for example, the case of 
Datran Media, LLC, a leading e -mail 
m arketer. Its primary business involved 
sending emails to consumers, promoting 
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the products and services of its 
advertising clients. The email recipients 
were on marketing lists that Datran 
obtained from list providers. These third 
parties gathered these li sts through a 
variety of means. The case arose when 
Datran acquired lists from providers who, 
on their own websites, had promised 
consumers that they would NOT sell, 
rent, or share customer information to or 
with third parties. A New York Attorney 
General investigation revealed that 
Datran was aware of these promises 
when it purchased the lists.  

 
Datran, on the other hand, represented 
on its website that recipients of its email 
campaigns "have all requested to receive 
information about products and service s 
from companies like yours". When the 
New York Attorney General identified 
DatranÕs improper use of personal 
information of more than six million 
consumers, it required Datran to destroy 
all information unlawfully obtained from 
list sellers and to pay a $ 1.1 million fine.  

 
 

1.4. Foreign Information 
 

Over 50 countries have substantial data 
protection laws, with strong privacy 
protection and security requirements. In 
many cases, these laws also grant 
comprehensive, extensive rights to the 
data subjects. Transfer s of personal 
information to a third party located 
outside the countryÕs borders may be 
restricted or prohibited, unless the 
country where the data are to be 
transferred has been deemed to offer 
ÒadequateÓ data protection.  

 
Throughout the European Union, 
t ransfers of personal data (whether 
customer data or employee data) are 
regulated and most transfers are 
prohibited unless specific requirements 
are fulfilled. A transborder transfer of 

data Ð e.g., from Italy to the United 
States, or from Spain to India Ð is 
permitted only if the individual data 
subject has specifically consented to the 
transfer, or if the transferor and the 
transferee have executed contracts with 
specific terms that have been approved 
by the local data protection authority of 
the country f rom which the data are to 
be exported. These laws could hamper 
the combination of customer databases 
after the acquisition has been completed.  

 
Further, most foreign data 

protection laws contain data security 
requirements. Has the target company 
complied w ith these requirements? If 
not, the acquirer might inherit serious 
liability. Alternatively, even if the target 
company has been following the law, the 
purchaser might find it difficult and 
costly to comply with the local 
information security requirements.  

 
In addition, additional data 

protection provisions may be found in 
other local laws. Employee information, 
for example, is frequently protected 
under the local labor / employment laws. 
Information about race and national 
origin may be protected under ant i-
discrimination laws. These laws may 
prohibit the collection of information, 
such as information about race, which 
would conflict with requirements under 
US laws whereby US companies have to 
report statistics about the diversity 
within an enterprise.  

 
If a company contemplates 

transferring information collected by 
foreign subsidiaries or distributors from 
one country to another, it must ensure 
that the laws applicable to the foreign 
entity will permit the transfer. Failure to 
comply with the appropriate la w could 
expose the company to serious fines. 
The company may be forced to delete 



 
Copyright © 2008 – IT Law Group – Palo Alto, CA       All Rights Reserved 
 

page 5   

data collected illegally. Further transfers 
may be prohibited.  

 
 

1.5. Employee Information 
 
Many laws govern the collection 

and use of employeeÕs personal 
information in the workpl ace. For 
example, the Fair Credit Reporting Act 
and the Fair and Accurate Credit 
Transactions Act regulate the use of 
background checks of prospective 
employees, or the use or disposal of 
credit reports.  

 
Other laws affect the relationship 

between employe rs and employee in 
connection with the use of the Internet, 
email and phone systems. The Electronic 
Communications Privacy Act governs the 
interception of electronic and wire 
communications, and limits access to 
certain networks and communications. I t  
ofte n applies to the monitoring of 
employeesÕ use of email or Internet 
access provided by their employers. In 
addition, many state laws also address 
the privacy or security of employee 
personal information, such as limitations 
to access to arrest records for 
prospective employees or to the use of 
Social Security numbers. Violation of 
these laws by the target company may 
have created liability about which the 
purchaser should be appraised.  

 
 

1.6. Accounting Records 
 
Section 404 of the Sarbanes Oxley Act 
requires publi cly held companies to have 
adequate control over their data, so that 
they can certify their authenticity. This 
requirement results in companies having 
to keep in place strict security controls. 
The purchaser of a company may need 
to understand its future o bligations in 
connection to Section 404 reporting, and 

analyze whether the target company has 
in place the required controls  that are 
needed to fulfill Section 404 
requirements after the completion of the 
sale. It also may have to evaluate what 
cost it wou ld have to incur to keep the 
existing security safeguard in place. 
Finally, it should conduct an audit to 
ensure that the representation made by 
the target, as part of its Sarbanes Oxley 
disclosures were true and accurate.   

 
 

1.7. Health Information 
 
The Health  Insurance Portability and 
Accountability Act (HIPAA) applies to 
specific "covered entities" which are 
health plans, healthcare providers, and 
healthcare clearinghouses. These 
covered entities are subject to 
comprehensive requirements. They must 
impose sim ilar restrictions to their 
Òbusiness associatesÓ Ð entities that 
provide services to the covered entities, 
and handle or have access to patients' 
protected information. Privacy and 
security regulations under HIPAA have 
been adopted and are in effect. 
Furth ermore, in addition to the 
requirements that stem from HIPAA and 
its regulations, a corporation would be 
subject to the state healthcare and 
medical records laws that may set forth 
supplemental requirements and 
restrictions. Compliance with these laws 
gene rally requires times and substantial 
financial investment. The purchaser of a 
health organization should remember to 
allocate sufficient funds in its budget for 
compliance requirements, and to audit 
past practices.  
 
 

1.8. Financial Information 
 
The Gramm -Leach -Bliley Act (GLBA) 
establishes privacy - related provisions 
that apply to a broad range of financial 
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institutions. These provisions also affect 
third parties that receive nonpublic 
personal information from financial 
institutions. Since the enactment of 
GLBA,  numerous privacy and security 
regulations implementing  the provisions 
of  GLBA have been adopted .  They define 
numerous requirements  that affect both 
the financial institutions and their service 
providers . Other federal laws -  such as 
the Fair Credit Reporting Act, the Fair 
and Accurate Credit Transactions Act -  
and state la ws -  such as CaliforniaÕs 
Financial Privacy Act -  also address the 
privacy and security of financial 
information. For example, they may 
create restrictions on the transfer or 
disclosure of personal data to third 
parties. Like the healthcare markets, the 
fi nancial services market is highly 
regulated. Concurrently, financial 
institutions rely heavily on personal 
information to provide services to 
current clients and sell more services to 
current clients and prospects. The 
purchaser of a company in the financi al 
markets, or the licensee of the database 
of client information should understand 
the compliance requirements and the 
potential risks if the target or co -
contracting party has not strictly 
complied with the applicable laws.  

 
 

1.9. Children Information 
 
The Chi ldren's Online Privacy Protection 
Act (COPPA) governs what information 
online commercial businesses may 
collect about children under thirteen, and 
the extent to which such information  
may be used. COPPA applies not just 
when a website is specifically direc ted 
towards children, but also if its operator 
knows Ð or should know Ð that the site 
collects information from individuals 
under thirteen. The law and its related 
regulations establish specific information 
privacy and security requirements. In 

addition, S tates have enacted laws that 
govern the types of communications that 
are permitted when the recipient is a 
child or a minor. Some violations of 
COPPA have exposed companies to fines 
in excess of $ 1  million. Violation of 
these laws by the target company or  a 
proposed licensor may have tainted the 
information collected, and may have 
created liability for unfair or illegal 
practices.  

 
 

2.  DUE DILIGENCE ;  CONTRACTS ;  AUDITS  
 

Given these extensive legal obligations, 
requirements, concerns and liability, 
both the purc haser and the target should 
conduct appropriate due diligence to 
evaluate the potential  information 
privacy or security issues in the 
contemplated transaction.  Addressing 
privacy and information security early 
may prevent unnecessary disruption, and 
waste of time and resources.  
 
 

2.1. Due Diligence 
 

Each participant in an acquisition or 
commercial transaction is likely to be 
subject to privacy law restrictions and 
security requirements. It must ensure 
that the proposed transaction will be 
permitted, and determin e whether 
privacy or information security issues 
may hamper the process, create 
substantial liability, or increase 
operational costs that may derail the 
proposed transaction.  

 
For example, consider the following 
questions:  
 
• Does the company own databases 

with personal information about its 
employees, customers, 
subcontractors, or prospects?  
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• How has this information been 
collected? How is it being used?  

• Does the company have a privacy 
policy? More than one? Are there 
prior versions?  

• Does it have privacy pro cedures and 
processes?  

• Do the companyÕs practices and 
procedures comply with, and stand 
behind the statements made in its 
privacy statements?  

• Which information privacy and 
security laws govern the operation of 
the other company?  

• Are there restrictions to t he 
contemplated transfer or sale of the 
personal information databases to the 
purchaser?  

• Are the targetÕs and the purchaserÕs 
privacy and security policies 
compatible?  

• What are the privacy / security 
cultures of the two organizations? 
Can they be integrate d with each 
other, or do the practices clash?  

• What information security measures 
does the other company have in 
place?  

• What security or privacy audits have 
been performed internally or by third 
parties? What were the results of 
these audits? What specific  steps 
were taken to address especially 
high - risk recommendations?  

• What is needed to fulfill the targetÕs 
data privacy and security obligations?  

• Is there any litigation threatened or 
pending about uses or misuses of 
personal data?  

 
 

2.2. Documentation  
 

The par ties should be sensitive to data 
privacy and security issues in the 
negotiation of the terms of the definitive 
agreement, and in all phases of the 
future relationship, as well. The written 
agreement should address data privacy 

and security issues, separate ly from any 
other concerns. Too frequently, those 
issues are combined with intellectual 
property matters, such as trade secrets. 
While confidentiality and privacy overlap, 
the requirements associated with data 
governance Ð privacy, security, record 
managem ent Ð are much broader, and 
cannot be swept under the traditional 
intellectual property representations and 
warranties clause.  

 
If due diligence has identified databases 
of private information, the parties need 
to ensure that transferring or sharing the 
databases is permitted. The purchaser or 
licensee should conduct its own 
investigation, and review current and 
past privacy policies in order to ensure 
that the transfer of the database is 
permitted, or to determine the 
requirements (such as consent from the  
individuals) that would be attached to 
the transfer.  

 
In addition, the purchaser or licensee 
may wish to consider including in the 
purchase or license agreement a 
representation and warranty that the 
target or licensor has the right to 
transfer its datab ases of personal 
information or has obtained adequate 
consent to this transfer or license. While 
this representation or warranty would 
not be sufficient to ensure the legality of 
the transfer, it would serve as a 
reminder to both parties that this is an 
im portant issue. The purchaser or 
licensee should have independently 
reviewed all appropriate documents 
(such as current and prior privacy 
notices) to verify that there are no 
restrictions to the transfer of the 
databases, or to the future use of the 
informa tion in these databases.  

 
The contract should also contain 
covenants or representations and 
warranties with respect to the data and 
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the scope of use of the data. Appropriate 
clauses may include detailed 
representations or warranties with 
respect to the own ership of the 
databases, how the information was 
collected, and prior use or handling of 
the data.  

 
The transferee may wish to ensure that 
copies of all current and prior privacy 
policies, including employee privacy 
policy, customer privacy policy, websit e 
privacy policies (Òprivacy statementsÓ) 
have been provided and that notices of 
the proposed transfer have been sent to 
all individuals as required in the 
applicable privacy statements. The 
transferee should also ensure that it has 
been provided with copi es of all personal 
data transfer agreements, under which 
the company has required its 
subcontractors and other third parties 
who receive access to Personal Data to 
implement and abide by reasonable 
privacy and security protection 
measures. The transferee m ay also seek 
adequate assurances that all personally 
identifiable information (Òpersonal dataÓ) 
have been collected and processed in a 
manner consistent with the notice given 
in the Privacy Statements.  
 
In order to limit exposure to liability, the 
purchase r may request a warranty that 
no adverse claim has been made against 
the target with regard to the collection or 
processing of any personal data, and 
that the target has complied with all 
applicable laws, worldwide, with respect 
to the collection, transfer , storage, 
maintenance, processing, and transfer of 
all personal data, and any and all other 
agreements to which the target is a 
party. The warranty should also state 
that any applicable internal policies or 
procedures of the target concerning 
personal dat a have been fully 
implemented. With respect to third party 
databases, the purchaser should consider 

a warranty that all personal data that 
have been collected or received from a 
third party have been received pursuant 
to a lawfully executed and properly 
performed agreement.   
 
The purchaser should also ensure that 
the data have been protected by the 
target. Consider, for example, a 
warranty that the target has maintained 
suitable records, in commercially 
reasonable detail, with respect to the 
collection and  processing of all personal 
data; has taken all steps reasonably 
necessary to ensure that all personal 
data are protected against loss, 
unauthorized disclosures, access, use, 
alterations or modification, accidental or 
unlawful loss or destruction or other 
misuse, and that there has been no 
unauthorized access to, or other misuse 
of the personal data.  
 
In addition, the parties should address 
how to allocate liability with respect to 
the handling of protected data. 
Indemnification and limitation of liability 
provisions might be appropriate. These 
provisions could cover, for example, the 
targetÕs failure to comply with its own 
privacy or security policy; failure to 
report breaches of security that result or 
might have resulted in unauthorized 
access to personal  data; acts or 
omissions in implementing or failing to 
implement adequate security measures 
that caused loss or spoliation of data; 
and identity theft issues that may result 
from loss of data.  

 
Adequate assurance would be needed, as 
well, to ensure that th e company has 
adequate insurance coverage or 
sufficient funds available to cover these 
indemnification obligations. Most general 
liability or error and omissions insurance 
policies do not cover losses that result 
from breach of security, loss or misuse of 
data, even though specific policies 
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addressing these risks do otherwise 
exist. Thus, appropriate review of 
insurance coverage is recommended, so 
that the purchaser can adequately 
evaluate the scope of the liability 
undertaken.  
 
 

2.3. Post Closing Needs  
 

The pu rchaser should also plan to 
expend a substantial amount of time and 
money in integrating the targetÕs 
databases and operation within its own 
databases and operations. Consider for 
example:  

 
• Ensuring compatibility of privacy and 

security policies;  
• Notifying  the individual data subjects, 

as appropriate, of the transfer of 
ownership, and, as appropriate, 
obtaining their consent to the 
transfer;  

• Merging the opt -out / opt - in 
databases with appropriate 
granularity, or sending notices to all 
customers to clarify w hat uses of 
their information are appropriate for 
marketing or newsletters;  

• Addressing the transfer of personnel 
files of the targetÕs employees.  

 
In the case of an outsourcing 
transaction, the client should also 
conduct periodic audits, to ensure that 
the  outsourcing vendor continues to 
comply with the privacy and security 
commitments made in the contract.  
 
 
3.  CONCLUSION  
 

 
The proliferation of data privacy and data 
security laws in the United States and 
abroad, the ubiquity of website privacy 
or security stat ements, and the 
numerous recent security breach 

scandals, have brought to the forefront 
the need to focus on how personally 
identifiable information is collected, 
processed, stored, shared or 
disseminated.  

 
Companies must carefully address 
privacy and sec urity concerns with even 
greater precautions before entering into 
a relationship with an outside partner. 
Each merger or acquisition checklist 
should include a substantial evaluation of 
the information privacy and security 
issues inherent in the arrangemen t. Each 
merger or acquisition agreement should 
contain appropriate provisions 
specifically focusing on the privacy and 
security of personal data.  

 
The parties should identify which laws 
and other restrictions apply to 
themselves and to the proposed 
arrange ment. The purchaser or proposed 
licensee should understand and evaluate 
the extent to which the other company 
has acquired, used, and protected 
personal data, and how and with whom it 
has shared this information. It should 
also evaluate whether and how it will be 
able to fulfill all of the privacy and 
security requirements to which the other 
company target is subject, and 
understand the scope and nature of the 
compliance requirements. The 
participants should negotiate the 
definitive agreement consistent wit h the 
findings. Prudence and careful evaluation 
of the privacy and data protection issues 
are strongly recommended.  
 
 


